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Introduction

mail.ubi.edu is a sophisticated, stand-alone mail server hosted in a datacenter in France, under
European Union data protection and privacy laws. The server, and the email transiting through it,
are completely private. All metadata, the logs recording who sent what to whom, are strictly local
on the server. This means that your email cannot be routinely scanned and examined by a
corporation and/or government agency. To get at your email and metadata, the server would have to
be cracked by an adversary specifically targeting you.

For you as a user, this means that you have access to an IMAP (Internet Message Access Protocol)
server, which holds the master copy of your mailbox. You can view these mail messages using
different devices, and you should be able to see all your mail, sent and received, sorted into any
folders you may create.

Think of this scenario: you sort, delete, and reply to most of your mail when you're sitting in front
of your MacBook with a full keyboard. Then you're on the road, and you see your new messages on
your iPhone. Finally, you're using a friend's or colleague's PC and want to check your mail: just log
into https://mail.ubi.edu and you can read, sort, and reply to your mail with a full keyboard, but
installing nothing. With IMAP, everything you do on any of these devices will be reflected in all the
others.

The server also sends your email, as an outgoing SMTP (Simple Mail Transport Protocol) server
after verifying that you have a valid account and password, to avoid sending spam.

Setting up email accounts on mail.ubi.edu 2020-11-17 - page 1/18


mailto:john@waw.be
https://atkinsmail.net/

Your credentials

You may have received your account info, with an email address and a password. In this example,
we'll be using the unlikely-named Professor Essor, also known as (a.k.a.) prof.essor@ubi.edu as the
user name, and the appropriate password.

Please note that you must use the full email address as your username (i.e. prof.essor@ubi.edu not
just prof.essor). Also the mail server host name is always mail.ubi.edu no matter what your address
is (@ubi.edu). It is never a longer or different host name (i.e. NOT smtp.mail.ubi.edu or
imap.ubi.edu or www.ubi.edu).

There's another important feature in the @ubi.edu email system: your master email address. This
is your private email address (like prof.essor@gmail.com), to which the email account info email
should have been sent, and the address which will receive password reset requests. This is important
to understand: if Professor Essor wants to reset his prof.essor@ubi.edu account, the reset password
link will be sent by email to Professor Essor's master email address, i.e. prof.essor@gmail.com.

If you're having problems with your account that you can't fix using the information in this
document, please contact email-admin@ubi.edu for your address and password. Your email MUST
include your full first and last names, and your master email address, to which all account info and
password reset requests will be sent.

Activating your account

Your @ubi.edu account is ready to use, once you've set it up. If you've received a password, you
can try to use that password, and if it doesn't work, then you reset your password as described
below. Then you must log in, preferably first using the Roundcube Webmail application. Finally,
once you're sure your username and password are correct, you can set up your account on any
device you want. Descriptions of how to set up your account on MacOS, Windows with Outlook,
and i0OS can be found below.

Resetting your password

If you don't know your current password, and can't connect to your account, you can reset your
account. Don't forget that if you have some of your devices working properly and you reset your
password, they will stop working. So maybe it's worthwhile to see if you can't find that particular
password before resetting it.

The direct link is https://mail.ubi.edu/postfixadmin/users/password-recover.php
2 ‘UBI Welcome to mail.ubi.edu

- ‘The UBI Mail Server for @ubi.edu addresses
United

Business
Institutes

avallable services are proteced
ount (looks like.

On the main menu of https://mail.ubi.edu

ddress. How to check the address and password, how to change your
and and iPad.

using your @ub.edu ac
p on Apple Mail.ap

Webmall is a sopfisticated AJAX webmail clent, with functionally to rival d
s PC, Apple Mac, I0S iPhone of IPad, or from an Android browser. All you net
Your password

ted mail cients. This webmal works from
your usemarme (your full @ubl.edu email

. use this ink. Be careful to enter your @ubl.edu
P

dom, but pronoun

icable (and hopefully memorable) passwords.

Contact the UBI email admin

Contact here for p 7 Make sure you first and last names, and your master email address for
your account nfo emalls and password reset requests.
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Enter the @ubi.edu email address
you want to reset, then click Send me
the code. Be careful to enter your

postfix.admin

@ubi.edu email address only in

Follow the instructions to reset your password. lower case! If you enter. for
. M

Login (email): | prof.essor@ubi.edu example, PI‘Of.ESSOI'@UBI.Cdu, you

will NOT receive a password email
Send me the code A
reset email on your master email
address. Everything must be in

lower case, like prof.essor@ubi.edu.

You'll receive an email like this on your master email address:
| o0® W | ™~ A A w = = A B Moveto.

admin@ubi.edu B9 Inbox - Jo..AP WaW mail  4:06

Change your login password. “

To: John Seifarth <john@waw.be>

" Click on the link to
ello,

Use the following link to change your email password : reset your password
. o without knowing your

Regards,
Postmaster current password.

postfix.admin

Change your login password.

Login (email) : ‘ prof.essor@ubi.edu ‘ You don't need the current

Code sent by emai/SHis : ‘ bX34129E7a ‘ password when you can use the

code sent to your master email
‘ address.

New Password :

New Password (again) :

Enter the new password and click

Change Password Change Password
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postfix.admin

Main Auto Response <Change your forward Change Password Logout

The password for prof.essor@ubi.edu has been changed.

Confirmation that your email

Auto Response Set an "out of office” message or auto responder for your mail. paSSWOI'd haS Changed-
Change your forward Change your email forwarding.

Change Password Change your current passwaord.

Logout Logout from the system

@ubi.edu account information email

You may have received an account info email back in February, when most of the accounts were
created. If you haven't, skip this section and just reset your password as described above.

@ubi.edu faculty account information ThlS 18 the document you may
Confidential — contains password have received on your master
Dear Faculty Member, email address describing the
Welcome to your new @ubi.edu email address. For privacy reasons, this message containing your account password is being sent . .
to this master email address only: prof.essor@gmail.com. In the future, the UBI secretariat can provide you with all this info, detalls Of y0111' @U.bl.edu
except your password. If you forget your password or want to change it, use the password reset link
https:/imail.ubi.be/postfixadmin/users/ipassword-recover.php, enter your UBI email address prof.essor@ubi.edu and an email will account

be sent to your master email address prof.essor@gmail.com with a link to change your password.

Please note that nobody at UBI knows your password: it can only be reset by you, with an email sent to prof.essor@gmail.com. If . :
you no longer have access to that account, please contact the UBI secretariat and we'll figure out how to proceed. The @ubl'edu address 18 bOth yOllI

This email account has been designed with your privacy at the forefront. You will find more information about the privacy policies emall address and yOlll' full username
and EU GDPR compliance at the end of this email. At any time, after verification and authorization, you may request destruction of

this account and deletion of all data. UBI will share no personal email account data, other than the email address when logglng n to pICk up (IMAP) or
youraddress@ubi.edu alone, with any third party.

send (SMTP) email.
Account info
Class Staff R
Name Prof Essor The master email address gets
@ubi.edu email address prof.essar@ubi.edu .
Master email address (for password change) prof.essor@gmail.com account ll'lfO and password reset
Password SeCrEtPaSsWoRd

requests.

Getting your email with a Web browser

Your @ubi.edu account is available from any computer or device connected to the Internet. Using the latest version of the Web- 1 1
based email client Roundcube, you should be able te use your email account frem any PC, Mac, iPad/iPhone or Android device The password 18 the one set durlng

here: https:/mail.ubi.edufroundcube ) account creation. You may reset it to
You can also change your password, or generate pronounceable, relatively easy to remember passwords, or change your out-of-
office message or forwarding on the UBI mail server at https://mail.ubi.edu. a password Of your Choice Wlth the
b
Email client connection info (Outlook, Mail.app, Thunderbird, iPad/iPhone, Android): request sent to your master email
map iving i ing email mailbox) 3
I ool fncom! i address, or since you have the current
Username (use the entire email address) prof.essor@ubi.edu password in the Cmaﬂ you can use
Password SeCrEtPaSsWoRd ’
Use SSL ves the Postfix password change form
Password authentication yes . . .
IMAP port 993 described in a later section.
SMTP (sending outgoing email) connection , All connections are encrypted
SMTP server mail.ubi.edu
Username (use the entire email address) prof.essor@ubi.edu 1 1 1
Password SeCrEtPaSsWoRd Wlth SSL' Thls part glVeS you
P d authenticati : : :
TP o e = technical details like port
Use SSL yes
or numbers.
SMTP port 587
Use STARTTLS yes
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UBI email server main page
The email server Web page address is https://mail.ubi.edu Please note the https prefix, which

ensures all communications are encrypted between the computer you're using and the server, using
SSL. But even if you don't enter the prefix, if you just type mail.ubi.edu you'll end up on the secure
main page of the UBI email server anyway.

| UBI Welcome to mail.ubl.edu The address https://mail.ubi.edu presents

The UBI Mail Server for @ubi.edu addresses

United - , a page with multiple options:
Busi This page is visible to the outside world, so all the available services are protected
usiness by passwords. You must log in with your email account (looks like
|nstitutes first_name.last_name@ubi.edu) and your password.

* download the latest version of the @ubi.edu

Using mail.ubi.edu for @ubi.edu email

email user manual (this document);

This Is the definitve manual for using your @ubi.edu address. How to check the address and password, how to change your
password,and how to set your account up on Apple Mail.app, Windows Outlook, and iOS for iPhone and iPad.

) * use Roundcube Webmail to check your
RoundCube Webmail

username/password credentials, plus you can
RoundCube Webmall Is a sophisticated AJAX webmall client, with functionalty to rival dedicated mail clients. This webmail works from .
any Windows PC, Apple Mac, iOS iPhone or iPad, or from an Android browser. All you need is your username (your full @ubi.edu ama\\safely use your emall aCCOunt ﬁ.om any browser’

address) and your password.

Mailbox user settings desktop or mobile, even on someone else's phone

Mailbox users on this server can create their own vacation auto-response messages, and tumn them off when they are no longer needed. QT 1apt0p,
Users can configure forwarding of incoming mail to other accounts. Users can change their own password here as well.

Reset your email password » use Postfixadmin to activate, deactivate, and

If you don't know your current password, or want to change it for whatever reason, use this link. Be careful to enter your @ubl.educhange your Out-Of-Offlce auto reSpOnse mall,

email address only in lower case! If you enter, for example, Prof. Essor@UBl.edu, you will NOT receive a password email reset email
on your master email address. Everything must be in lower case, like prof.essor@ubi.edu.

As a reminder, your master email address is your private email where you receive your email, like a prof.essor@gmail.com,® reset y()ur paSSWOrd (W()rks ecven lf you d()n't
com, or 12: com account. UBI needs this to send you password reset requests. If you
follow the instructions, but don't receive password reset requests, use the link at the end of this page to contact the UBI email admin.

know your current password);

Random password generator

Generate a series of random, but pronouncable (and hopefully memorable) passwords. . generate pronounceable (and hopefully
Contact the UBI email admin memorable) random passwords;

Contact here for problems with your @ubi.edu email. Make sure you include your first and last names, and your master email address for . .

your account info emails and password reset requests. ° ContaCt the UBI emall admln.

hdain nanal

Using Roundcube Webmail to check your credentials (and
your email)

The first thing you should do, before trying to set up your account on your Mac, Windows PC, or
1Phone, is to check that the username (your @ubi.edu email address) and password are correct. The
easiest way to do this is to log into the Roundcube Webmail program on the server (direct link:
https://mail.ubi.edu/roundcube). You can also use Roundcube Webmail to access your account from
any computer or tablet, without having to configure your account on the device. Once you logout
and close the browser window, no-one else can access your email without knowing your password.

ode &/ Roundcube Webmail :: Welcor X | =+

»

1<

< c @ © | & ~° https://mail.ubi.edu/roundcube/

https://mail.ubi.edu/roundcube

N

&  prof.essor@ubi.edu

Enter your full email address, and your password
a

Roundcube Webmail + Get support
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At this point, you're either at the login screen, or you're seeing a yellow message complaining that
login failed in the bottom right corner. If your login isn't working, carefully try again, and if it still
doesn't work, see the password reset section.

eoe@ & (1} Roundcube Webmail :: Inbox X | -

e

»

[ € ) C @ |© & httpsy/mail.ubiedu/roundcube/? i Q e

Please complete your sender identity

The first time you log into Roundcube, you'll see

This box only appears once at the first login. this dialog.

Display Name Professor Essor

Make sure you fill in the display name, this is what
people will see when they get a message from you
sent via Roundcube.

Email prof.essor@ubi.edu
Organization United Business Institutes UBI

Signature R
Professor Egsor

You can add a signature if you want, it will be at the
end of new email messages you create.

®oe & Roundcube Webmail ::Inbox X | ]
C' ® O & httpsy/mailubieduy Q@ o+ & ID ¥ & | Q search n Po e » = [
. |
= Inbox L4, ) % - (o4 o m [V 1}
= Reply Replyall Forward Delete Junk Mark More
|
S h...
Q seard =Y Welcome
admin@ubi.edu Mon 01:38 K dmi bi.ed P0-10-26 01:38
+ Welcome e ‘ Once logged in, the standard

layout shows a preview pane

Dear Student or Faculty Member,

. . ‘ :at right.
Welcome to your new Bubi.edu email account. For privacy reasons,
the message containing your account password was sent to your
master email address only. In the future, the UBI secretariat can ! 1 11 1 1
provide you with all this info, except your password. If you Clle the penCII icon 1n the
forget your password or want to change it, use the password reset
link https://mail.ubi.edu/postfixadmin/users/password-
recover.php, enter your UBI email address and an email will be
sent to your master email address SendToEmail with a link to
change your password.

left toolbar to compose a
new email.

1

Please note that nobody at UBI knows your password: it can only

be reset by you, with an email sent to your master email account. [
If you no longer have access to that account, please contact the

UBI secretariat and we'll figure out how to proceed.

This email account has been designed with your privacy at the left tO Change SCttil’lgS.

forefront. You will find more information about the privacy
policies and EU GDPR compliance at the end of this email. At any
time, after verification and authorization, you may reguest
destruction of this account and deletion of all data. UBT will

Click on the gear icon in the

share no personal email account data, other than the email

address alone, with any third party.
€¢ £ MessagesTto1of1 1 > »

= wer e —

If you've gotten this far, congratulations! You now know your account works properly. You can now
use it from anywhere, on any machine, and you can now set it up on your own devices as well,
knowing that it should work! If a Roundcube login does NOT work, I can guarantee you it won't
work on your MacBook, iPhone or PC.
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Setting up your account on Apple Macintosh macOS

System preferences Internet Accounts

Now that you're sure of your username and password (if you have not checked as described above,
please save yourself a lot of worries by doing that first, and resetting your password if necessary),
you can set up the Mail.app on your Macintosh. To do so, first go into the System Preferences and

choose Internet Accounts:

Systam Preferances

* Internet Accounts

@)

Internet
Account:

Add mail account

Scroll down to the bottom of the list, and choose “Add other Account”, then choose “Mail account”

Internet Accounts | Q, Search |

rour accounts to use with Mail, Contacts, Calendar, Messages, and

TaceDuuK
Linked(Tf
YAHOO!
Aol.

e
flickr

Add Other Account... (?)

Bt

flickr

Mail account

Messages account

g CalPAV amcmnnt

Sbwwmmmuu—J
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Fill in your credentials, then click the “Sign in” button.

; @ Add a Mail account

To get started, fill out the following information:

Mame: | Professor Essor

Email Address: prof.essor@ubi.edu

Pasﬁwurd: Ll A L E R R R AN L]

Cancel

You'll get a pre_t-ty l-mfriendl; message:

{ Email Address:
Username:

Password:

Account Type:
Incoming Mail Server:

Cutgoing Mail Server:

Cancel

Email Address:
Username:

Password:

Account Type:
Incoming Mail Server:

Cutgoing Mail Server:

Cancel

prof.essor@ubi.edu

IMAP

Unable to verify account name or password.

Back

prof.essor@ubi.edu

prof.essor@ubi.edu

IMAP
mail.ubi.edu

mail.ubi.edu

Unable to verify account name or password.

Back

You must fill in the missing pieces,
with your full email address as the
user name, and mail.ubi.edu for
both incoming and outgoing

IS€rvers.

Be careful: if you fill in the

|Username field, then the

incoming and outgoing server,
your Mac will stupidly erase the

luser name!

So go back and fill in the user name

lagain, with your full @ubi.edu

address.
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2020-11-17 - page 8/18



Then click “Sign In” again. The little wheel cursor will spin for a for a few minutes, then you may
or may not get another error message.

For example, the Mac is still complaining, but the “Sign In” button has become the “Next” button.
Click it and we'll continue to the next screen:

You'll see this dialog, check the “Mail” checkbox, then click “Done”

Select the apps you want to use with this account:
& vai

|| Motes

Cancel [ oone |

Finally you should see this, probably with the name and password fields empty:

Mail

Email Address: prof.essor@ubi.edu Change the description to something that makes

Description:  Professor Essor at UBI sense for you.

Name: | prof.essor@ubi.ed : : :
] prof ecsor@ubiod | Again, enter your full email address in the Name

Password; LA XL 1l ] ﬁeld

Use With: a ; .
) Mal Enter your password again here, if it's empty.

Notes

Advanced... ?
Since there isn't an OK button, click on the “Show All” button at the top of the System Preferences
window.

Accounts Q

@ {

Internet Accounts sets up your accounts to use with Mail, Contacts, Calendar, Messages, and
other apps.

Your new account should now be recorded, but it may not work yet, until you make a few changes
in the Preferences of the Apple Mail application. On more recent versions of macOS like 10.15
Catalina, this seems to be automatic. On Sierra or Yosemite, the outgoing SMTP email server
usually needs to be changed.
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Mail app Preferences - accounts tab

Now fire up the Mail.app, and choose “Preferences...” from the Mail menu:

IEZ0 File Edit View « v
:Make sure you choose “Preferences...

About Mail

Accounts...

Add Account...

Services

Hide Mail %H 1 |
raeval % the required changes!
Show All

Quit Mail #®Q

Counterintuitively, if you choose “Accounts...” you'll be back to square one with the
» System Preferences “Internet Accounts” dialog, where you will not be able to make

In the Mail Preferences dialog, choose the Accounts tab. This is not the same as “Internet

accounts” in System Preferences!

)

Accounts

A oo

oFS i

General Accounts Junk Mail Fonts & Colours Viewing Composing Signatures Rules

Note the green dot next to Status: Online

* Account Information

r) Ackinemai Mailbox Behaviours  Server Settings
IMAP
@ John IMAP... [ Enable this account
IMAP Status: Online @ |
@ ProfessorE... Description: | Professor Esser at UBI
IMAP .
) UB .. Email Address: | prof essorub edu <prof esor.. If you see a red dot and Status: Offline, see below how
IMAP = |
Download Attachments: | Recent j .
E'PF“G | Send large attachments with Mail Drop ‘tO ﬁX lt'
Media Mac
IMAP
+ —

Click on the “Server Settings” tab to fix the problems. Uncheck the “Automatically manage
connection Settings” checkboxes, and you'll see this:

Mailbox Behaviours

Incoming Mail Server (IMAP)

Account Information

The automatically configured IMAP settings should be

Username: | prof.essor@ubi.edu
Password: |ssssssnssasane correct, with nothing to change here.
Host Mame: | mail.ubi.edu
| Automatically manage connection settings
Port: 993 Use TLS/SSL

Authentication: | Password

aeuancar MAF Setthg= Most problems are for the outgoing mail server

Outgoing Mail Server (SMTP)

Account: | Ubi (SMTP) settings.
Username: | prof.essor@ubi.edu Make sure you are configuring the right account (choose
e it if necessary from the popup menu)
- ;::l::::ai:ally manage connection settings 1 nen fill in the User name field with your full email
P 2 |@usenisisst address, and set the other fields (Port, Use TLS/SSL,
e Sw Authentication) to look like this example.
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Setting up an account with Outlook on Windows

This example uses Outlook from Office 365 on Windows 10, your results may be different when
using another version of Outlook, or on another platform. In any case, you should choose “Add
Account” on the file ribbon to get started, and then fill in the rest as you go. Before starting, you
have checked your email and password in Roundcube as described above, haven't you?

x

& Outlook

Email address

Enter your email address

prof.essor@ubi.edu

Advanced options A

¥ Lt me set up my account mantaily] Click on Advanced options, and check the “Let me set up

my account manually” checkbox. Click Connect.

Gl Outlook

Advanced setup

g % R &
Microsoft 363 Qutlook.com Exchange Google
FoR L il Click on the IMAP icon
IMAP Account Settings
prof essor@ubi.edu (Mot you?)
The incoming mail server is mail.ubi.edu, using port 993,
Incoming mail .
Server | mailubi.edu Port | 993 encrypted uS1ng SSL'
Encryption method | SSL/TLS | =
Require logon using Secure Password Authentication (SPA)
Outgoing mail
Server | mail.ubi.edu Port | 587 . . . . . .
_ The outgoing mail server is also mail.ubi.be, using port
Encryption method | STARTTLS -
Require logon using Secure Password Authentication (SPA) 587’ encrypted uSlng STARTTLS
Then click the Next button.
Go back Mext
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IMAP Account Settings

prof essor@ubi.edu (Mot you?)
Password Enter your password (which you did check using
| Roundcube as described above, rignt?)
Go back Connect .
And click Connect
Bl Outlook
e T This means that your account has successfully been
=] added to Outlook.
prof.essor@ubi.edu
Actually, I don't want to add another.
Add another email address
john@seifarth.org Next I don't want to set up Outlook on my iPhone, T use

Advanced options

| Let me set up my account manually

h p Outlook Mobile on my phone, too |

Apple's i0OS Mail.app, as described below. You may
prefer Outlook, then leave this checked.

Clck Done when yoir done

File ~ Home  Send/Receive  View  Help
& Newemail ~ | [il ~ BT BA~ | &9 % — | & Unread/Read
<
«Favorites All - Unread ByDates T
Inbox. 1 v Today
Microsoft Outlook
w prof.essor@ubi.edu Microsoft Outlook Test Me.. 01:38

This is an email message

Inbox 1
Drafts v Monday
=
st j admin@ubiedu
Deleted ltems i Welcome Mon 1:38
Junk Email | Dear tudent or Facuty
Outbox
RSS Feeds

» Sync Issues (This computer only)
Search Folders

B B &

Filter applied

M~ | searchpeople B N7~ | £ send/Receive All Folders

Welcome

(D) We removed esta ine breaks from this message.

And here's Outlook in all its
glory, displaying a message in

I IR

admin@ubi.edu

To prof.essor@ubi.edu Mon 1:38

Dear Student or Faculty Member, th e PI’eVi eW p an e
Welcome to your new @ubl.edu email account. For privacy reasons, the message
containing your account password was sent to your master email address only. In
the future, the UBI secretariat can provide you with all this info, except your
password. If you forget your password or want to change it, use the password reset
link https:, php, enter your UBI
‘email address and an email will be sent to your master email address SendToEmail
with a link to change your password.

ibi.ed

Please note that nobody at UBI knows your password: it can only be reset by you,
with an email sent to your master email account. If you no longer have access to
that account, please contact the UBI secretariat and we'll figure out how to proceed.

This email account has been designed with your privacy at the forefront. You will
find more information about the privacy policies and EU GDPR compliance at the
end of this emall. At any time, after verification and authorization, you may request
destruction of this account and deletion of all data. UBI will share no personal email
account data, other than the email address alone, with any third party.

Getting your email with a Web browser
‘Your @ub.edu account is available from any computer or device connected to the
Internet. Using the latest version of the Web-based email client Roundcube, you

should be able to use your email account from any PC, Mac, iPad/iPhone or Android
device here: https://mail.ubi.edu/roundcube You can also change your password, or

om B - +

Connected + 100%

Setting up email accounts on mail.ubi.edu
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Setting up an account on Apple iOS iPhone and iPad

Setting up on an iPhone is straightforward. Here are uncommented screenshots of how to do it.

Settings — Add Account — Other — Add Mail Account

sll Orange B & 21:05 v % 72% @)
Settings
"7 Privacy
iTunes & App Store

ﬂ Accounts & Passwords
Mail

Contacts

=z Calendar

Reminders

[\ ] Phone

Messages

(

FaceTime

wll Orange B & 21:05 7 % 72% )

¢ Accounts Add Account

»iCloud
@& Exchange
Google
YAHOO!
Aol.

B4 Outlook.com

Other

ull Orange B & 21:05 < % 72% M)

{ Settings Accounts & Passwords

ﬂ App & Website Passwords

ACCOUNTS

iCloud

iCloud Drive, Contacts and 6 more...

Gmail
Mail, Contacts, Calendars

Waw John
Mail, Notes

Cefs
Mail

Add Account

Fetch New Data Push

wll Orange B & 21:05 9 3 72% )

< Add Account Other

MAIL

Add Mail Account

CONTACTS

Add LDAP Account

Add CardDAV Account

CALENDARS

Add CalDAV Account

Add Subscribed Calendar

SERVERS

Add macOS Server Account

Setting up email accounts on mail.ubi.edu

2020-11-17 - page 13/18



New Account — Incoming mail server — outgoing mail server

«1'| Orange B WiFi & 00:54 7 66% @B
.1 Orange B WiFi &

Cancel New Account

Cancel New Account Next
i i IMAP POP

Name Professor Essor UBI Flll n name
Email prof.essor@ubi.edu email

Name Professor Essor UBI
Password

and password Email prof.essor@ubi.edu

Description Professor Essor UBI| .
deSCTlptlon for you Description Professor Essor UBI

INCOMING MAIL SERVER

Host Name
«UBI»
Username
AJZIEJRITIYJURIJOJP
Password

SRS WS S W S S S — OUTGOING MAIL SERVER

+ W X C V B N & Host Name

123 & 0 espace retour Username

1| Orange B WiFi &

'/ Orange B WiFi & 01:06 < 63% @
Cancel New Account Next . .
Enter mail.ubi.edu as ©2"¢®! Hecount =RV
INCOMING MAIL SERVER both incoming and IMAP ACCOUNT INFORMATION
Host Name mail.ubi.edu Outgoing servers Name Professor Essor UBI
Username prof.essor@ubi.edu . Email f. dubi.ed
Again enter your full =" PRISSSIRG ORI
Password email address as the Description Professor Essor UBI
username.
OUTGOING MAIL SERVER INCOMING MAIL SERVER
Host Name mail.ubi.edu Enter your Host Name mail.ubi.edu
Username prof.essor@ubi.edu password. Username prof.essor@ubi.edu
Password Do this for the Password

outgoing server as

well, then tap next OUTGOING MAIL SERVER

L. SMTP mail.ubi.edu
This is what the

account looks like in

the Settings Advanced
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Postfixadmin: Using out-of-office auto response, changing

forward or password

If you want to set an automated message for when you're on vacation or otherwise unavailable, go

to the mail server Web interface at https://mail.ubi.edu

‘ U B I Welcome to mail.ubi.edu

The UBI Mail Server for @ubi.edu addresses

Busi This page Is visible to the outside world, so all the avallable services are protected
usiness by passwords. You must log in with your email account (looks like
Institutes first_name.last_name@ubi.edu) and your password.

Using mail.ubi.edu for @ubi.edu email

This is the definitive manual for using your @ubi.edu address. How to check the address and password, how to change your
password,and how to set your account up on Apple Mail.app, Windows Outlook, and iOS for iPhone and iPad.

RoundCube Webmail

RoundCube Webmail is a sophisticated AJAX webmail client, with functionality to rival dedicated mail clients. This webmail works from
any Windows PC, Apple Mac, iOS iPhone or iPad, or from an Android browser. All you need is your username (your full @ubi.edu email
address) and your password.

Mailbox user settings

Mailbox users on this server can create their own vacation auto-response messages, and turn them off when they are no longer needed.
Users can configure forwarding of incoming mail to other accounts. Users can change their own password here as well.

Reset your email password

If you don't know your current password, or want to change it for whatever reason, use this link. Be careful to enter your @ubl.edu
email address only in lower case! If you enter, for example, Prof.Essor@UBl.edu, you will NOT receive a password email reset email
on your master email address. Everything must be in lower case, like prof.essor@ubi.edu.

As a reminder, your master email address is your private email where you receive your email, like a prof.essor@gmail.com,
com, or ]| com account. UBI needs this to send you password reset requests. If you
follow the instructions, but don't receive password reset requests, use the link at the end of this page to contact the UBI email admin.

Random password generator

Generate a series of random, but pronouncable (and hopefully memorable) passwords.

Contact the UBI email admin

Contact here for problems with your @ubi.edu email. Make sure you include your first and last names, and your master email address for
your account info emails and password reset requests.

hain nanal

Log Into Postfixadmin

Click Mailbox user settings

Click on “Mailbox user settings” to go to Postfixadmin and log in with your full email address and

password.

postfix.admin

Mailbox users login to change your password and aliases.

Login
(amail): prof.essor@ubi.edu

Password:
ITorgot my password

Language: English u

Login

Once you've logged in, you'll see:

postfix.admin

Main Auto Response Change your forward Change Password Logout

Auto Response Set an "out of office” message or auto responder for your mail

Change your email forwarding

Change your current password

Logout Logout from the system

The three options here are to change
your password, change your forward
(i.e. I could automatically send mail
received at prof.essor@ubi.edu to my
couldit@magic.be account), or set an
“Out-of-Office” auto reply message.

Setting up email accounts on mail.ubi.edu
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Setting “Out of Office” Auto response

The big advantage of setting up your automatic out-of-office reply with Postfixadmin is that all auto
response is handled on the server as the incoming mail is received. If you run an auto response
using Outlook on your PC, it will only work while your PC is turned on and awake.

Auto Response.

Active from: \19.10.2020 |
« < October2020 » 1 In Postfixadmin, it's pretty
acave w29 EIEIENED straightforward.
1 2 3 4
Choiceofreply: Re s § 7 8 5 10 11
12 13 14 15 16 17 18 Choose the start and end dates

Geg19 20 21 22 23 24 25

Subject: 2 27 28[29]30 31

1 will be away from tomorrow until some other time.
For urgent matters you can contact someone@somewhere.else.

Message:

4
Change / Set away message ||Remove away message | |Exit
Auto Response.
Active from: ‘ 29.10.2020 |
Choose how often you want to tell the
Active until: ‘ 30.10.2020 | ' .
sender you're unavailable
Choice of reply: [ v Reply once
Reply once a week
Gone fishing
Bublact This subject will appear in the

7l automatic reply

1 will be away from tomorrow until some other time.
For urgent matters you can contact someone@somewhere.else.

This is the text in the message body.
Put anything useful here.

Message:

Use the “Change / Set away message”

/) to activate the automatic reply system.

Change / Set away message | Remove away message | |Exit It will remain active during the active
period, or until you click the “Remove

postfix.admin away message”.

Main Auto Response Change your forward Change Password Logout

Auto response for prof.essor@ubi.edu has been enabled!

Auto Response Auto Response is ON, click 'Auto Response' to editfremove
Change your forward Change your email forwarding.
Change Password Change your current password. Th
is message appears after
Logout Logout from the system g pp

successfully activating auto response.
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To deactivate your out-of-office message, go to Auto Response, and click the “Remove away
message” button, and you'll see the confirmation that auto response is disabled.

% postfix.admin

Main Auto Response Change your forward Change Password Logout

Auto response for prof.essor@ubi.edu has been disabled!

Auto Response Set an "out of office” message or auto responder for your mail

Change your email forwarding.

Change your current password.

Logout Logout from the system

Changing your forward

A “forward” means that the mail server receives email for your address, and forwards it to other
addresses. This can be useful for rarely used accounts, so that they're forwarded to one's main
account. Some people use forwards from outside accounts to Hotmail or Google.

For these mail.ubi.edu accounts, I recommend not using forwarding to outside servers. The
major point of using a private email server is to keep the messages confidential, not on a server
totally out of your control, run by Microsoft or Google. Also, since the forwarded mail is not
directly addressed to a gmail or hotmail address, these systems tend to think that incoming
forwarded messages are spam.

However, forwards are very useful for internal organisational purposes. For example, mail sent to a
given address can be automatically forwarded to colleagues.

This is an example of Professor Essor

Edit forwarding settings . . .
¢ g forwarding UBI emails to his personal

Accepts multiple targets, one entry per line. .
consulting address.

Alias: professor@ubi.edu

Deliver to local mailbox means that you

rofessor@essorpro.com . . . .
P @essorp will receive a copy of the incoming

To: email in your Inbox, in addition to the
recipients in To:

© Deliver to the local mailbox. Forward to given email addresses only

Forward to given email addresses only. \
means that you won't keep a local copy
Save changes| |Exit of incoming messages in the account

inbox.

Changing your password

You should have been given a unique, pseudo-random pronounceable password by the email admin,
and you can change it if you want. If you know your current password, you can use Postfixadmin to
change it. If you don't know your current password, you can reset it (see the last section).
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postfix.admin

Main Auto Response Change your forward Change Password Logout

Change your login password.

Login: prof.essor@ubi.edu

You must know your current

Current Password: IEEE R R ER RN ) ‘

password to change to a new one.

New Password:

If you're logged into Postfixadmin,

Mew Password (again):

eee | you should already know it.

Change Password || Exit

Pronounceable, and (hopefully) memorable random password
generator

As for the choice of a password, please keep in mind that using things like children's names or
birthdates, one's name or words found in a dictionary can lead to fairly easy password cracking, if
your adversary makes the effort to Google you to gather a bit of family information before running
a cracking program.

The best passwords have nothing to connect with anything in your background, but which you can
still memorise relatively easily.

You can easily generate a new secure password. Go to your mail server Web interface and choose
“Random password generator” (direct link: https://mail.ubi.edu/index/genpass.php)

All generated passwords are between 11

Welcome to mail.ubi.edu

The UBI Mail Server for @ubi.edu addresses and 14 Characters long, and contain

upper and lower case letters and

P ds:

numbers. They should be pronounceable
and relatively easy to remember.

The output consists of the password, (a

kud: (kud-
di1Cifibleon (dil-Cis
ShtavJibhebNo (Shtav.

pronunciation suggestion) and the full

password spelled out in traditional radio

[Main page] [10 more pronouncable passwords] OperatOI' COde WOI'dS .
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